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YcrnoBHblIe 0003HaAYeHUS

Cnepytowme ycrnoBHble 0603Ha4YEHMS UCMOMb30BaNMCh B JOKYMEHTE:

| Tabnuua 1. YcnoBHble 00603Ha4YeHus

CumBon

3Ha4yeHune

MpumeyaHue

O6patute ocoboe BHMMaHue
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[ noccapumn

| Tabnwuua 2. noccapuin

TepMuH OnpepeneHune
CTtaHgapT B3aMMOAENCTBUSA YMMOBLIX KapT AN NpoBeAeHus nnatexen no
EMV KapTe (cocTtaBneHo u3 nepBbix OykB komnaHui Europay, MasterCard and

VISA)

EMV MpunoxeHue

Mwukponporpamma u OnoK napaMeTpoOB Ha KapTouke, OTHOCSILLENCs K
MeXayHapoaHon nnaTtexHon cucteme EMV

PIN-pad, nuH-nag

OneKkTpoHHOE YCTPOMCTBO, NpeaHa3HavYeHHoe ans Beoaa NWH koaa.

PIN kog

CeKkpeTHblii koZ, BBOAWMMbBIA KIIMEHTOM (AepkaTenem KapTouku), Ans
NoATBEPXKAEHUS TOro, YTO WMEHHO OH o6ragaeT MOMHOMOYMSMKU MO
NCMOMb30BaHUI0 KAPTOYKU

POS-TepmuHan,
TepMuHan

YCTPOWCTBO, YCTAHOBIEHHOE B TOYKE OOCMyXMBaHMS (kacce) AN YTeHus,
paboTbl C KapTOYKOW, CBA3U C CEpPBEPOM (LeHTpoM 0OpaboTku), NMPOBEPKM
PIN-koga, neyatun 4yeka u T.4.

Kon OencTBus
TepmuHanoB (TAC)

Hevicteus MO TepmuHana Npu BO3HUKHOBEHMM KOHKPETHOW CUTyaLmn (oTkas
OT onepauuu, MPOBEeAEHUN onepaumnn OH-NaiH U1 AecTBME MO YMOMYaHUIo)

KoMMyHMKaLWOHHbIN
cKpunt

MwuHn nporpamma (nocnenoBaTensHOCTbL KOMaHA), onpeaenstoLLas cueHapui
MOAKIIOYEHNsT TepMUHana K cepBepy aBTopusauum nnu cepsepy TMS

MarHuTHas nonoca

Monoca, copepxawas WMOEHTU(MKALMOHHYIO MHOPMaLMio O kapTe U ee
Aepxartene

MporpammHoe
obecneueHue (M0)

Casasylollee 3BEHO Mexay BCEMM 3reMeHTaMy nnaTtexHowm cuctembl. 10
nogpasgensercs Ha:
o [lpunoxenuns POS-tepmuHanos.
o [lpunoxeHus TepMuHaNoB camoobCcnyXnBaHus.
e  [lpunoxenus PIN pad.
Cepepa POS-TepMmunHanos.
CepBepa TepMUHANoB camMoobCyXNBaAHUS.
Kaccosble cepepa.
CepBepa 6asbl gaHHbIX (BackOffice).
[MpunoxeHnsa KapToYek.
CneunanusmpoBaHHoe nNporpaMmHoe obecneyeHmne

Mpodunb

OavH 13 0OBbEKTOB CUCTEMbI, NMpefHa3HaYeHHbIN AMsi XpaHeHUs1 HacTpoek
rpynn napamMeTpoB oOnpefensawowmx anroputMm paboTbl TepMuHana B
npoLecce BbIMOSTHEHUA ornepauun ¢  KapTon Wnu agMuUHUCTPaTUBHOM
onepauuven

CepBUCHbIV koA KapThbl

Kop kapTbl, KOTOpPbIN yka3biBaeTca 06nacTb ee 4eNCTBUSA U TUN

CepBUCHBLIN Koo
kommepcaHTa (MCC)

UeTblipexaHayHblii HOMep, KOTopbii o6o3HayaeT NpodUnb AesATENbHOCTU,
KOTOPbIM 3aHUMAaETCA KOMMEPCaHT

Ckpunt
(cueHapun)

AMUTEHTAa

KomaHaa vnu koMaHgHas cTpoka, nepefaBaemasi 0T SMUTEHTa K TepMUHany
C Lenbto BbINOMHEHUS KOMaHA(bl) MUKPOMNPOLLECCOPHON KapToWn

Cnoco6 Bepudukauum
BragenbLa KapThbl

Cnoco6 BepuduvKkaumm TOro, YTO YesioBek, NpeabsaBnsoWniA KapTy, MMeeT
npaBa Ha ee 1cnonb3oBaHue (Hanpumep, ceepka nognucy unu seegeHue PIN
kopa)

CnpaBO4HUK

OauvH 13 0OBLEKTOB CUCTEMbI, NpeaHa3Ha4YeHHbIA As XPaHEHUs] OCHOBHbIX
3HayeHu, WabMOHOB, TEPMWHOB W anropuTMOB, KOTOPbIMWU OMNepupyeT
cucrtema
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TepMuH OnpepeneHune

[pynna nocnegoBaTenbHbIX OMNepauuin, KoTopasi npeacTaBnsaeT cobon
norMyeckylo eavHuuy paboTbl C AaHHbIMW. TpaH3akums MoXeT ObiTb
BbIMOMHEHa nMbo LenMKOM 1 ycrewHo, cobniogasi LenoCcTHOCTb OaHHbIX U
TpaH3akuus He3aBMCMMO OT MapannenbHO WAYWWUX OPYrMx TpaH3akuui, nmbo He
BbINOMHEHa BooOLLe 1 Toraa oHa He AOoMKHa MPOU3BECTU HMKAKoro adodpekTa.
TpaH3akumm obpabaTbiBatOTCs TpaH3aKUMOHHBLIMKM CUCTEMaMM, B Mpouecce
paboTbl KOTOPbIX CO3AAETCHA UCTOPUS TPaH3aKLMN

Xocr, CepBep 6a3bl faHHbIX NIATEXHON CUCTEMBI, KOTOPbIN OTBEYaeT Ha 3anpochl
KOMMYHUKaLMOHHbIN POS-TepmyHana To4kn obcnyxmuBaHus, a Takke cHabxaeTt ero Heobxoanmon
cepBep MHdopMaumen

BaHk unM KkOMMaHudA, OCyLlecTBrsOWAas BeCb CMEeKTp onepauuri no
OkBanep B3aMMOJENCTBUIO C TOYKaMu OBCIyXMBaHUSA KapTOYeK, KoTopas COCTOUT 13
TEPMMHANOB B TOProBO-CEPBUCHON ceTn n 6GaHkoMaToB

OpraHuzauusi, BbiNyCcTUBLIAS (3MUTMPOBaBLUAs) KapTOYKU AN PasBUTUS U

OMUTEHT .
(hMHaHCUPOBAHWS CBOEN OeATEeNbHOCTU
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AbbpeBuaTtypsl

| Tabnuua 3. A6GpeBunatypbl

Ab6GpeBumaTtypa PacwudpoBka

AID Application Identification Number (MoeHTUMKaLNOHHBIN HOMEP MPUNOXEHWNS)

AVN Application Version Number (Homep Bepcumn npunoxexums)

BIN Bank Identification Number (baHkoBCKuin naeHTUOUKALNOHHBLIN HOMEP)

CVM Cardholder Verification Method (Cnocob Bepudukaumm Brnagenbua KapTbl)

DDOL Dynamic Datq Object List (Cnncok aneMeHTOB OaHHbIX HeobxooumbiX Ans
OVHaMNYeCKon ayTeHTuduKaumnn)

Tole Integrated Circuit(s) Card (Kapta c uWHTerpypoBaHHbIMU 3NEKTPOHHbLIMU
cxemamu)

ID Identifier (ngeHTndumkaTop)

1SO International Organization for Standardization (MexagyHapogHas opraHusaums
cTangapTu3aumm)

MCC Merchant Category Code (CepBuWCHbI KOO KOMMeEpPCaHTa)

MS Magnetic Stripe (marHuTHasa nonoca)

TAC Terminal Action Code(s) (Koa(bl) AeiCcTBMS TEPMUHANOB)

PAN Primary Account Number (MHouBmayanbHbIn HOMEP KapTbl)

PIN Personal Identification Number (INepcoHanbHbIi naeHTUrKaLoHHbIN HoMep)

POS Point of Sale (Touka npogaxu, cepuca)

RID Registgred Application I_:’rovider Identifier (3aperncTpupoBaHHbI HOMEP
npoBangepa npunoxexus; Harnpumep, VISA, MasterCard)

TDOL Transaction Data Object List (Cnncok gaHHbIX O TpaH3aKuuy y4acTBYOLLMX NpU
BbIYMCNEHUN cepTudumkara)

TMM Terminal Management Mode (Mogynb ynpaBrneHus TepMuHanamm)

T™MS Terminal Management System (cuctema ynpasneHusi TepMmmHanamm)

cybq Cuctema ynpasrneHust 6azamv aHHbIX
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BBeneHue

[aHHoe pykoBoACTBO, pa3paboTaHHOe kKoMMnaHnen VIHKeHUKo, onuckiBaeT nporpammHoe obecnedeHmne
POS-tepmuHanos Universal EMV POS ans npoueccurros WAY4 Card Management System, Transmaster
(Tieto), SmartVista, CTL, Cortex, TITP, npegHa3sHayeHHoe gnsi pabotbl Ha POS-TepmunHanax Ingenico
Unicapt 32 / Telium.

Ons nomHoro onucanms dyHkumoHana [1O  Heobxogmmo npedBapuTenbHOE 3HAKOMCTBO C
AOKyMeHTaumen no cucreme napametpusaumm TMS — «Cuctema ynpasneHns POS-tepmuHanamu (TMS)
Universal EMV POS gns npoueccuHroB WAY4 (OpenWay Group), Transmaster (Tieto), SmartVista (BI1Ll)
- PykoBoacTBo nonb3oBaTensy.

CywectByeT nokanuaaums 10 Ha pasnuyHbIX SA3blKax:

e  Pycckun;

e AHrnumnckmi;

e JlaTblwckni;

e  MoHronbckui.

Monb3oBatenu M agMuvHUCTpaTOpbl, paboTalrolwme € NpPorpaMMHbIM MPOAYKTOM [AOMKHbI MPOWTK
o6sizaTenbHoe o6yyeHne B komMnaHum OOO «MHXEHUKO» UMM KOMMaHUMM-NapTHepe W MonyYnuTb
cepTudumkar.

Mpy BO3HWKHOBEHMM BOMPOCOB MO paboTe C nporpamMmmHbiM obecneyeHvem, obpaliantecb B crnyxby
noaaepxkn OO0 «HXeHUKO» - support@ingenico.ru.

HdonyckaeTcsi He3HayuMTeNnbHble HECOOTBETCTBUSA  OaHHOW  OOKYMEHTauuMM W M[porpaMMHOro
obecneyeHus, CBA3aHHbIE C MOCTOSIHHBIM Pa3BUTUEM NPOrpamMMHbIX MPOLYKTOB.

He ponyckaeTcs MCNonb3oBaHWE TEKCTOB M M300pakeHWi, BXOOALWMX B AaHHbIA LOKYMEHT, 0e3
cornacoBaHusi ¢ OO0 «MHxeHMKo».
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1_0O6wWwune NnpnHUUMBLI U NOrnKa NOCTPOEHUS
CUCTEMBI

MPVHUMMBLI U JOTMKa MOCTPOEHWUS CUCTeMbl paboTbl U BbIMNOSHEHUS (OMHAHCOBLIX OMepaLui
TepMuHarom, cBsidaHbl ¢ Tunom obpabaTeiBaeMoii KapTel (MpoaykTa), KOTOpbIi BbICTyNaeT B KayecTse
MepBUYHOIO KItoYa Npu BbIGOpe cXeMbl MPOBeAeHUs onepauuid. s nyylero noHUMaHusi 3aBUCUMOCTM
noBeAeHNs TepMMHana oT HacTPOEeK, KPAaTKO OCTAaHOBMMCS Ha OMUCAaHWM BbIMOSTHEHMS onepaLui No kapTe.

MocrnenoBaTenbHOCTL AEUCTBUI TepMuHana npu obpaboTke KapTbl pa3buBaeTcs Ha cregytoliue
aTanbl:

e  Onpepenexve Tuna KapTbl u npyHagnexHocTb K MNnatexHon Cucteme.

BHauane lMNpunoxeHue onpegensiet, K KakoMy Turny OTHOCMTCS kapTa nonb3oBatend. Ans EMV u
MarHWTHbIX KapT, B 3aBWCUMOCTM OT HACTPOEK, TWUM OnpedenseTrcs Mo HoMmepy KapTel WM Mo
naeHTudukatopy npunoxennsa AID, ang 6eckoHTakTHbIX KapT — no uaeHtudukatopy AID. na EMV-kapt
BbIGOP NPUMNOXEHNs NPOM3BOAMTCH BnagenbLem KapTbl, KACCUPOM UM aBTOMaTMYeckn. Ha aTom xe ware
onpegenseTcs NPUHaANexXHOCTb KapTbl K onpegeneHHon MnatexHon Cucrteme.

Ons EMV kapTbl 4ononHUTensHO npoBepsaeTcs npuHaanexHocTb AlD k BeiIGpaHHOMY Tuny KapTbl. Ecnn
kapTa cogepxut PDOL, To BbIGOp Tna kapTbl ocywectenaetcs no AlD. Ecnun oguH n ToT xe AlD HacTpoeH
Ha HECKOmNbKO TWMOB KapT, TO TepMmuHan BblibepeT MepBbi NOMaBLUMNCA TUM U3 KOHUrypauuw, rge
HacTpoeH aaHHbIn AlD.

e  OnpepaeneHne OOCTYMNHLIX onepauuii Ang gadHoro Tuna KapTbl.

Ons kaxgoro Tuna KapT cywecTByeT CNMCOK AOCTYMHbIX OMnepauui M onpedeneHbl npasuna ux
nposegeHus. MNocne onpegenexHnsa Tuna KapTbl, onepauus, BoibpaHHasa nonb3oBaTenem, CBepseTcs co
CMMCKOM onepaumn, AOCTYMHbIX AN gaHHoro Tuna KapTbl.

e  Bbibop BantoThbl.
BribvpaeTca BantoTa (M3 cnucka AOCTYMHbIX ANs AaHHOro TepMUHaNa Basntor).
e  OnpeaeneHune orpaHWYeEHUn 1 NapaMeTPoB, YNpaBsioWwmX BeINONHEHNEM onepaLmm.

Mo BantoTe M onepaumn onpefensaTca napameTpbl, YNpaBnsoLwme puckamu, npasuna BbINOMHEHNS
onepauun, a Takke Tun 6asooro POS-HOST coobuieHns ans B3anmoaencTBus ¢ aBTOPM3aLMOHHbBIM
CepBeEpPOM.

° I'Ionyqume OaHHbIX, HeobxoaMMbIX AN onpepgeneHna BOSMOXHOCTHU BbINOJTHEHUA onepaunn.

Hanee no BbiGpaHHOMY npoduno npasBui 06paboTku, BLINOMHAETCH B3anMoAencTBue (guanor) C
KaccupoM ¥ BriagernbLeM KapTbl, BBOAATCA HegocTawolwme AaHHble (cymma, komuccus, PIN knuveHTa,
CVC2/ CVV2,uT.4.).

° Bbl60p CKpunTta Aana ceA3nv C aBToOpuU3alMoOHHbIM CEpPBEPOM.

BbiGop cueHapusi CBSI3M MOXET Npon3BOaNTLCA TEPMUHANOM cpasy, kak TOfNbKO cOBpaHo JoCTaToO4HOoe
KONMYeCcTBO HEOOXOAMMOMN MHopMauun Ans onpeferneHns HeobxoaMMOCTM OHManHoBOW 0BpaboTky,
Hanpumep, Nocne BBoAa MarHUTHOW KapTbl (PeXunm Npeao3BoHa), Tak U MOCHe TOro, Kak Bce Heobxoaumble
AaHHble cobpaHbl 1 rOTOBbI AMs BbINOMHEHUS onepauun.

e  Bsammopelicteme c cepBepomM.

TepmMuHan ycTaHaBNMBAET CBA3b C NMATEXHLIM CEPBEPOM U BbIMOIHAET aBTOPU3aLMIO.

MpUHLMNBI NOCTPOEHUSI CUCTEMbI PaboThl TEPMMHANA OCHOBLIBAKOTCSA Ha BbllLleyKa3aHHOM CLieHapum
06paboTkM KapTbl 1 NpoBeAeHUs aBTopusauun. Kpome Toro, Hapsiny ¢ AaHHbIMU, CNEeLUUYHBIMU AN
Ka)XOoro TepMuHana, UMeKTCs Takke napameTpbl, SBMSOWMECH OOWUMN ANst MHOTMX TEPMUHANbHbIX
yCTponcTB. Hanpumep, npasuna ncnons3osaHus u nposepkun PIN koga, nopsagok BbiBoAa UHopMaumm Ha
neyartb, nMpaBuna BbIYMCIEHUS KOMUcCMM W T. O. OAna ypobcTBa ynpaBneHuWst yCTPOWCTBaMU Takue
napameTpbl 06beMHATCA B MPOdUmM, NCNONMb3yeMble B Pa3fIMYHOM COMETaHUM ANS NapamMeTpusaumm
KOHKPETHOro TepMuHarna B COOTBETCTBUU C TpeboBaHUAMN 3akasyuka.
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2_AIOMWHUCTPaATUBHbIE onepaLunu

2_1 lNepeknioyeHne TepMmnHana B Pexxum paboTbl C kKaccon

Pexum pa6OTbI C Kaccou — aTo peXum, Npm KOTOPOM TEPMUHAI NOoJTy4aeT BXoadwne aaHHble OT KaccChbl,
BbINOSTHAET HEOOXoaNMbIE onepaunn n Bo3BpallaeT Kacce pe3ynbTaT NnpoBeaeHnd TpaH3aKunn.
Ons NnepeKnuYeHnd TepMmnHana B pexmnmv p860TbI C Kaccom BbINOSTHUTE cneagywuine OencTBus:

Mpu onpeneneHHbIX HACTPOMKaxX TepMUHana nepexod B AaHHOE MEeHI0 HEBO3MOXEH!

1. [Ons tepmuHanos Telium npu nepesarpyske unm BKIKOYEHUW MUTaHWS, JOXONTECH NOSIBNIEHMS OKHA
¢ coobLieHrem «[Ina HacTporkn paboTkl € Kaccon HaxkmuTe 'F'» 1 Haxmnte kHonky 'F'.

2. [Ons nepekntoyeHns TepmuHana UNICAPT32 B pexum paboTbl ¢ Kaccon yaepxuBanTte KnasuLly
F3 (BepxHAsi-npaBasi KHOMKA, TaK e MOXeT Ha3BaTtbcs <Menu> unu Ha Hel MOXeT ObiTb
n3obpaxkeH kBagpar).) Mpu BKIIOYEHUN NUTAHMS UK B MPOLEcce nepesarpysku.

3. Cnepgyvite guanoram HacTPOVKN.

OTBeTbl HaXkaTMeM KHonok: 3eneHasn = [1A; kpacHasi = HET; BbI6op Heo6xoaMMoro nyHkTa
W3 CKPOJISI-MEHH.

e Pabora c kaccon? -> 1A
e  Bbibepute nopt: COMO / USB / COM_SL/ETH/Bluetooth
o ETH:
= Hactpovikn LAN — DHCP/Static
= [lpwn BbIBOpe Static: napameTtpbl LAN
e Ip agpec — B py4Hylo cTaTnyeckun IP TepmuHana
e Macka noaceTn — ykaute Macky noacetu
e Llno3 — Bpy4Hyto
= |P agpec - Beeagute IP agpec cepsepa, Ha kKoTopoM yctaHoBneH Arcus NET
Server.
= [lopT: ykasaH B HacTporikax cepsepa («pinpads.conf» n «server.confy).
o COMO0O/USB/COM_SL:
=  CkopocTb nopTa (pekomeHaoBaHHas - 115200)
=  BuTbl JAHHbLIX - 8
=  YetHocTb — NONE
= Cton butbl —
= |p yepes kaccy
o Bluetooth (Tonbko gnsa yctpowncts iCMP):
= [lopt
e [uanor Ha kacce? -> HET - Bce gmanoru B npolecce onepauuy obcnyxmBaHusa kapTbl OyayT
BecTuCb Ha ycTponcTee PIN Pad — skpaH v knasuaTtypa; A - agnanorv npu nposeaeHnmn onepauum no
kapTe OyayT BbiBegeHbl Ha akpaHe KKM n oTBeTbl — C knaBmaTypbl Kacchbl.
e Tammayt gnanora? -> 12000 (B 10 x mS = 120 000 mS =120 S = 2 min).
TavmayT nepegaym ganHbix? -> 1000 (B 10 x mS =10 000 mS = 10 S).
MpuHTep? -> Ha kacce (buckanbHbI NPUHTEP).
LWNPUHA YEKA ? -> 24 ( po 42)
dopmaTtumpoBaHne — npumeHaTb ESC/ He npumeHaTe ESC
TanmayT YteHus kapTbl - 10mMc
Mcnonb3osatb PAN SHA1 ga/HeTt
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2_2 OCHOBHOE MEHIO aAMUHUCTPATUBHbBIX onepaunn

[ns foctyna K MeH agMUHUCTPATMBHBIX HACTPOEK HEOOXOOUMO HaxaTb Ha KnaBuaType TepMuHana
KnaBuwy <5>,

B Bepcuu Universal EMV POS-PA DSS (koa npoaykrta SV_06) ons goctyna K MeHK
AoMuHMCTpaTopa HeO6XoAUMO HaxaTb KnaBully «5», BBECTU «Maporib oneparopa.
Onsa goctyna K KpuTMYeCKkUM nyHkram meHro KOH®UTNYPALIUU (Hanpumep, MAHNAL
- PIN Master Key) Heo6x0a1MM0 BBOAUTL aKTUBHbINA FIOFMH U Naporsb
agMmuHucTpartopa (cm. Universal EMV POS-PA DSS PykoBoacTBO no akcnsyartauuu,
n.2.5.). Mo ymonyuaHwuio:

Maponsb: ROOT

Norun: rootl234

[Onsa nepekntoyeHus perucTpa BBoga 6yKB HaXXMUTE XKENTYH KHOMKY Npu NycToun
CTpoKe BBOAa.

[Hanee npeacraBneHa CTpyKTypa MeH0 aAMUHUCTPATUBHBIX HACTPOEK C OMNMCaHUE BhIMOMHAEMbIX JEACTBUN.

BbloeneHHasi CTpoka oToGpaxaeT 3arofioBOK MEHI0 aAMUHUCTPaTUBHON HAaCTPOMNKN
Ha 3KpaHe TepMUHana.

B paHHOM AOKyMeHTe onucaHbl CTaHAAPTHbIE NYHKTbI MeHK. Mpu ncnonb3oBaHun
MO c HacTpoeHHbIM AMHAMUYECKMM MEHIO Ha3BaHUA U cofeplKaHue MYHKTOB MEHIo
MoryT pa3snuyartbcs. MNpu nepexoade M3 oUHaAMUYECKOro MeHIO B MYHKT «HacTpomnku»
TepMuHan oTobpaxaeT cTaHgapTHOe MEHI aAMUHUCTpaTopa.

<5> (NMAPOfb:) -> HACTPOWKM:

NMUH-NALQ - HacTpoKKa NnH-Naga
MUH-NAAL:
MACTEP KJTKO4YU - BBO4 MacTep Kntoya. Homepa siveek gomKHbl COOTBETCTBOBATL
MAPAMETPAM TMS
PABOYUE KIKO4YU - BBOA pabouero kntova. Homepa ayeek JOmKHbI COOTBETCTBOBATL
MAPAMETPAM TMS
TN NAH-NAQA - BbI6op ncnonb3yemont PINPAD knasuatypsbl
BHYTPEHHWUMA - ncnone3oaHue BHyTpeHHero PINPAD tepmuHana
BHELLUHMA COMA - ucnonb3oBaHue BHelwHero PINPAD
CD KITHOYEN - MeYyaTb KOHTPOJIbHLIX CYMM KIOYen, 3arpyXeHHbIX B TepMuHan
OYUCTKA KNIOYEN - yoaneHue Kro4ven n3 namsrtu
SSL KNnKo4un - BBOA napons anga SSL cepTtudumkaTa (cxema gpb)
MPOBEPKA SSL KI1. - NpoBepka 3arpy3ku SSL kroya
CD SSL KITIOYEN - meyaTb KOHTPOmbHOWM cyMMbl SSL krtoyen (cxema gpb)
Key Loader v0.1 - 3arpyska kntoyen Yepes 10 Key Loader
OATA - yCTaHOBKa fatbl
BPEMA - yCTaHOBKa BpEMEHMU
KIMKO4Y ARCUS - Tonbko ana ARCUS 2 HRS CAP — ko4, npm NOMOLL KOTOPOro

ocyllecTBngeTca  WudpoBaHMe  AaHHbIX  KapTel.  [Ons
NCMONb30BaHMA OyHKUMOHANa TaK e AOSPKeH ObITb BKMHOYEH
napameTp NCI.LUNDP.MAP.
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CETb - HACTPOWKK ceTu
NMAPAMETPbI LAN:

IP AOPEC - BBoA IP agpeca
MACKA NMOACETHU - BBOJ, MacKku nogcetu
LLUIo3 - BBOJ, LLUMKO3a NoAceTH
TOYKU OOCTYIMA - HAcCTpoOWMKa ToYek gocTyna
TOYKU OOCTYIA:
TEPMUHAJIIbHbIE - 0630p TOYeK AoCTyna BUPTYanbHOro TepMMHana ¢ BO3MOXHOCTbIO
BKITHOYEHUSI/OTKMIOYEH NS OTAENbHbIX CKPUMNTOB
OBLUAA - BbIOOp TOYEK AocTyna TepMUHANbLHON rpynmbl
Debug — pexum oTnagku pabotel ckpmuntos cBAsn PEXKMM DEBUG
OA — BKIOYEHME pexmMa neyaTu oTnagku CKpUNnTOB CBSI3M
HET — BbIKITIOYEHME pexnma neyaTn oTrnagkm CKpUnToB CBA3N

3AIrPY3KA MNAP-OB | Ceccua TMS - coeamHeHne ¢ TMS 1 3arpyska napameTpoB

3AIrPY3KA:

USB FLASH - 3arpyska koHdurypaumm ¢ USB

MicroSD - 3arpyska koHdurypauum ¢ MicroSD

3arpy3ka LLT - IPUMEHeHMe KOHpMrypauum, 3arpy>xeHHomn Ha TepmuHan Yepes LLT
OYNCTUTDL K3 TMS - yaaneHue napameTpoB KOHUrypaumm u3 TepmuHana.

Mocne yaaneHusa KoHduUrypauum TepM1MHan 3arpy3uT Bce napameTpbl ¢ TMS.

B 06bIYHOM pexxnme TepMUHanN 3arpyaeT TOJIbKO U3MEeHeHHble dannbl
KOHdumrypaumm.

DEFAULT - coegunHeHne ¢ TMS no paHee 3arpy>eHHOMY CKpUMTy
COM PORT - coeanHeHne ¢ TMS no RS232/USB
ETHERNET - coegmHenune ¢ TMS no LAN
TELIUM NET - coejMHeHne ¢ UCnonb3oBaHMEM TEKYLLEro cCoeanHeHus,
HaCTPOEHHOro B TEpMUHane
WIFI - coegmHenune ¢ TMS no WIFI
3ArPY3KA 10O - coeanHeHune ¢ TMS c 3arpyskon MO 1 napameTpoBs
(Tonbko ansa npoaykta ¢ kogom SV_05)
3AIrPY3KA:
MicroSD - 3arpyska O ¢ MicroSD
3arpy3ka LLT - 3arpyska MO yvepes LLT
OYUCTUTDb K3LU tms
DEFAULT - coegnHeHne ¢ TMS no paHee 3arpy>eHHOMY CKpUnTy
COM PORT - coegnHeHune ¢ TMS no RS232/USB
ETHERNET - coegnHeHue ¢ TMS no LAN
TELIUM NET
WIFI - coeguHeHnune ¢ TMS no WIFI
OYUCTUTDb KoL - yoaneHue napaMmeTpoB KOHUrypauum n3 TepMmHana
NMEPEMEHHbIE - NPOCMOTP W pedakTUpoBaHWE CrucKa nepemMeHHbIX OnA
KOMMYHUKALIMOHHbIX CKPUMNTOB.OTNNYaTbCAa moxeT!!!
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NEPEMEHHbIE:

HOST_IP

HOST_PORT
OUNCTKA XYPHAIA - neyYyaTb MOMHOro OTYETa U 3aKPbITME CMEHbI 63 CBSA3N C XOCTOM
NMEYATb HACTPOEK - NeYyaTb HaCTpPOeK TepMUHana Ha npuHTepe

NEYATb HACTPOEK:

TOYKKM OOCTYNA
NEPEMEHHbIE

YOAI. SLL CEPT.

- nNe4aTb KOMMYHUKALUMOHHbIX CKPUNTOB TOYEK AOCTyna
- nevyaTtb nepeMeHHbIX KOMMYHUKAaLUNOHHbIX CKPUMNTOB

- ynaneHve SSL cepTudurkaToB U3 TepMMHana

non. HACTPOMKHU - JON. HAaCTPOWKN TepMuHana

gon. HACTPOMKMU:

TAAMAYT OUAIOIrOB
YTEHUE YMNA

BBO CYMMblI
JIMMUT BYMATU

WHONKATOP GSM
PEXXUM REFERRAL
ANMEKTPONMUTAHUE

BbIBOP TUMNA KAPTbI
MEHIO
NOATBEP. + MEHIO
ABTOMATUYECKHU
MUCr. LUINMDP. NAP.

ABTO KK
LWWUPUDT MNEYATU
NMEPMOM CBEPKU
CMEHA NOroTUNA
ANbTEPH. OTMEHA
S/IN AYTEHTU®-LIUA
BUOUMBIN PAN
BANAHC SIM
YACOBOW Nnosic
OTYET 3AKPbLITUA
MONHbIN XXYPHAI
KPATKWUIA XXYPHAN
CUHXP. BPEMEHU
CUrHAN NMPU OTKA3
N.M. PAB. C KACC
TAMMEP NOOCBETKU
YAC. NOSAC CEPB.
NOPAOOK KAPT
Mo BUH ONAMA30HY
Mo NPUOPUTETY
BbIKI. FALLBACK
MHOXECTBEHHbI/ BO3BPAT

- BpeMs OXXugaHusa OeNCcTBUS Kaccupa Ansi AManoros (Cek.)
- KONNYECTBO NOBTOPOB YTEHMWS YMMOBOW KapThbl
- PEXUM BBOJ CyMMbI: C KONErKamun Unm B Lienbix pyonsax
- BBOA, NMMUTa AnvHbl pynoHa 6ymaru (mm). MNpu BBOAE
3HaveHns «0» numuT Bymaru He yunTbiBaeTcs
- oTobpaxeHne nHankaTopa yposHsas GSM curHana
- Bkn/BbIkn pexkum REFERRAL
- 3aJaHvie UHTepBana aBTOBbIKMIOYEHWS AN MOBUIbHbIX
TepmuHanos (GPRS/WIFI) B cek.
- HacTpovika pexuma Bbibopa Tvna kapThbl
- MeHi0 Bbibopa Tvna KapTbl
- MEHI0 BbIBOpa Tvna KapTbl C NOATBEPXAEHVEM Bbibopa
- aBTOMaTu4ecknii Belbop Tmna kapT
- BKMoYeHne wudposaHme napameTpos (Tonbko Ans Mo ¢
dyHkumoHanom HRS). NMapameTtp ARCUS KEY gorxeH 6biTb
3anornHeH!
- aBTOMaTU4eCKuii BBOA KapTbl Kaccupa
- BbIOOP WpuTa neyatm Yekos.
- NepvoA Ans aBToMaTU4eCcKon CBEPKN UTOrOB, 3a4aeTcs B Yacax
- NepvoA ANS CMEeHbl fTIoroTuna, Cek.
- BO3MOXHOCTb BblOOpa OTMEHSeMOn onepaumm
- ayTeHTMdUKaums TepMmHana no cepunHomy Homepy
- HacTporku mackuposaHua PAN
- USSD 3anpoc ansa 3anpoca 6anaHca cum KapThbl
- BbIOOp YacoBoOro nosica TepMmHana
- BbIOOp TUNa XXypHana npy 3aKkpbITUN CMEHbI

- PEXUM CUHXPOHM3ALMN BPEMEHU C XOCTOM

- BKMOYEHME 3BYKOBOIO CUrHasn npu otkase B onepaumm

- aKTMBaUus NyHKTa paboTkl ¢ kaccom Arcus2 B MEHHO kKaccupa
- BpeM4A BbIKIMK4YeHUA NoaCcBEeTKN TepMUHana

- BbIGOp “acoBoro nosica cepsepa

- coptupoBka no BVH npwu BeiGope Tvna kapThbl

- COPTUPOBKa Mo NpuopuTeTYy Npu Boibope Tna KapTbl
- aktnBaumsa Fallback
- BO3MOXHOCTb MPOBECTU HECKOSTbKMX Onepaluii Bo3spara rno
O[JHOMY N TOMY X€ YeKy
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YACTUYHAA OTMEHA
YACTUYHbIA BO3BPAT
NPOMYLL.COBbITUA

NEYATATb

CMPOCUTDb

NnPOBOOUTb
AUTO TMS
KOJIMYECTBO YEKOB

2-0BA

1 - KNUEHTA

1-TCn
HECTAH. TRACK2
3ACTABKA
ABTOBbIBOP OTMEHbI

English
PYCCKUN

Arcus2 HACTPOWUKU

Arcus?2 CTAPTOBOE MEHIO

NAPOJIb TOBAPOB

CMUCOK KACCHPOB
NPABA [IOCTYNA

BbIBPATb KACCUPA
OOBABUTb KACCUPA
YOAJIUTb KACCUPA
CMNCOK KACCUPOB
YOAIIUTb BCEX
PEXWM BXOOA

NP1 BKNIOYEHUU
NP BXOOE B MEHIO

BE3 BXOOA
TAUMAYT CECCUU

CEPBUCHBbIE KAPTbI

CEPBUCHBIE KAPTbI

OOBABUTDb
YOAITUTb
YOAITUTb BCEX

Telium manager

- BO3MOXXHOCTb YaCTMYHON OTMEHbI onepaumm
- BO3MOXXHOCTb NPOM3BECTM BO3BPAT Ha HE MOSTHYK CyMMY
- BbibepuTe gencTBme, KoTopoe HeobxoaMMo NMPOn3BECTH
HaZ nponyLeHHbIMU COBbITUSMU

- nevaTb Cnm1cka cobbITUI Ha Yeke

- BbIBECTW AMAror Ha 9KpaH TepMuHana

- NPOBEeCTN COBbITUSA
- aBTOMaTU4ecknii 3anyck ceccum TMS nocne cBepku UTOros
- KONINYECTBO NevyaTaeMbIX YEKOB

- oba veka

- TONbKO Y€K KIMeHTa

- Tonbko ek TCI1
- BO3MOXXHOCTb MCMONb30BaTh HECTAHAAPTHLIN track?2
- BKJTHOUEHME 3acTaBKM Ha akpaHe TepMuHana (OQA/HET)
- aKTMBaumMsa pyHKUMOHana aBToonpenenieHs OTMeHbl Ans
npogykta ¢ kogom TE_02, HaunHas ¢ Bepcumn 4.0.2.348.

- BbIbepuTe A3bIk MHTEpPenca nNpunoxKeHus

- BbIOOP aHIMNMIACKOro s3blka COOBLLEHNI TepMUHana
- BbIOOP pPYCCKOro si3blka COOOLLEHNI TepMUHana

— epexo B MEHIO HAaCTPOWMKK pexnma paboTbl C KacCcon

— OTKIMOYaeT BO3MOXHOCTb Nepexoaa B pexum paboThl
C Kaccou npu 3arpyske TepMuHana

- 3adaHune naposia ana nameHeHns LeH ToBapoB

- HacTpoiika KacCcMpoB Ha TepMuHane

- BblIOOp kaccupa B pexxume BE3 BXOLA
- fobaBneHne nmeHun kaccmpa (max 15 cumBonos)
- yaareHue kaccupa fno ero Homepy
- nevyaTb Cnm1cKa Kaccupos
- yaaneHue Bcex kaccupos 6e3 3anpocal
- BbIOOp pexrma Bxoga
- BbIOOp Kaccupa npu BKIIKYEHUN TepMUHana
- BbIOOp Kaccupa npu Haxatum <F>
- Kaccup BbIOpaH NOCTOSAHHO
- Bpems paboTbl kaccupa B pexume BE3 BXOOA

- ynpasrieHne cepBUCHbIMN KapTaMu

- pobaBneHve KapTbl Kaccupa
- yaarneHue KapTbl Kaccupa
- yaarneHue BCeX KapT KacCupa

- nepexon K cucteMHoMmy npunoxenuto Telium Manager
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NMHO®O TEPMUHAIIA - nevyaTb nHopmaumm (TMS ID, OS, S/N, etc.)

SE - COeANHEHNE C YTUNNTON CEPBUCHOrO MHxeHepa ASE.Tool
(Tonbko ansa npoueccuHroB SmartVista n CTL)

BbIBEPUTE MOPT:

CoM1
COomM2

Mo HaxaTuio KnaBmwn «1» Ha TepMmHane oTkpbiBaeTca MeHto TECT CBA3WU. [Janee MmoxHO BbiOpaThb
cepBep, CBA3b C KOTOPbIM Heobxoamnmo npoBepuThb (ocTynHbl NetServer 1 POS management server).

2 3 PaboTa ¢ BHELWHMMN WpudTamm

B Universal EMV POS peanv3oBaHa BO3MOXXHOCTb MCMOSb30BaHMS BHELLHUX LUPUETOB.

®Pannbl wpudta (FONT.M40 n FONT.PGN) pacnonaratoTca B apxvBe C OOHOBMEHUSIMM B nanke
«FONT».

[nsi ncnonb3oBaHWsi BHELLHEro WwpudTa:

3arpysuTte WpndT B TEPMUHAN C NMOMOLLIbIO nporpaMmbl LLT.

HacTpovite B TepMmHane ucnonb3oBaHne BHELHErO WwpudTa:

Bovignte B MeHI0 HacTpoek TepMuHana (knasuwia «5»).

BovignTte B MeHto gononHuTensHble HacTpowiku («JOTI. HACTPOVIKVI»).
Bonaute B meHto «LUIPUDT MEYATU».

Bbi6epute «BHELLIH/N».

I'IpM HeobXxo4MMOCTU, MOXHO M3MEHUTb Me)KCTpo‘-IHbIIZ MHTEpPBAl npun ne4vyaTtu:

° Bonaute B meHo « UIPUDT MEYATU»

e  Bbibepute nyHKT MeHio « MEXXCTP. UHTEPBAI»

e 3apante 3HavyeHMe MeXCTpoyHoro mHTepBana (o1 0 go 9, 0 — MMHUManbHOe paccTosiHWE,
YCTaHOBMEHO MO YMOIYaHUIo).

[na ncnonb3oBaHus CTaHOapTHOro Lupmcha

BovignTte B MeHI0 HAacTpoek TepMuHana (Knasuwia «5»).

Bongute B MeHto gononHuTensHble HacTponku («4OTMM. HACTPOI?IKI/I») .
Bonaute B meHto «LUIPUDT MEYATU».

B meHo «LLIPUDT» BbIGepute «BHYTPEHHN».

2_4 3arpyska koHdurypaumm ¢ USB-Flash

dyHKUMA gocTynHa ans npoaykrta OW_09, HaunHas ¢ Bepcuu, BeinyLeHHon nocne 08/05/2014.
USB-Flash gomkHa 6biTb NOAroToBneHa onpegeneHHbIM odpasom, cMm. PykoBoacteso AgMuHucTpartopa
TMS, n. 9.3 9.3 3kcnopT AaHHbIX ANng nocnegyrowen 3arpysku ¢ USB-flash.

1. Mopgknounte USB-Flash k TepmuHany.

2. Bbibepute nyHkT «Ceccua TMS» -> «USB Flash» unu «MicroSD»

3. Universal EMV POS npocmaTtpuBaeT nanky update Ha «USB Flash» nnn «MicroSD» HakonuTene
Ha Hanuyue apxuBa, coBnagatoulero ¢ ero TMS ID: Ecnv apxuB npucyTcTBYyeT, TO TepMuUHarn
Npon3BOAMT 3arpysky KOHdurypaumm us apxmea. Ecnu apxuB OTCYTCTBYET, TO TepMuUHarn
oTobOpaxaeT coobLLeHMe Ha AuCnIee 1 nevaTaeT Ha Yeke (Mpu Hanuuum NpuHTepa) «HeTt apxmBa
AN OGHOBNEHUSA».

4. Tlocne ycnelwwHoro o6HOBNEHMS, TEPMUHAN NeYaTaeT Yek (MpU Hanu4Mm NpuHTepa) No aHanorum ¢
yekom ceaHca TMS npov3BegeHHOro HemocpeacTBEHHO ¢ cepBepa TMS.
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2_5 3arpyska koHurypaumm yepes LLT

[aHHbIN PyHKLUMOHAN JOCTYMNEH C NnaTexHblM npunoxennem sepcun 4.0.2-306 u BobILwe.

Ons  ucnonmb3oBaHMs 3TOro  (pyHKUMOHana HeobGXoouMO MpOM3BECTM MpoLeaypy 3KcnopTa
KoHdurypaumm n3 TMS (nogpobHee cm. Cuctema ynpasnenuss POS-tepmmHanamm (TMS) Universal EMV
POS (NewWayPOS) Software v 4.0.2 gns npoueccuHroe WAY4 Card Management System, CTL,
SmartVista (BPC), Tieto, Cortex, TITP).

e  3akpounTe CMeHy.

e  3arpyaute nony4YeHHbIn zip apxme nNpu nomowwm LLT B pazgen HOST TepmuHana.

e [lepesarpysute TepmuHan, Boibepute meHio AgmuHuctpaTtopa — Ceccusa TMS — 3arpyska LLT,
ykaxute ID TepmmHana (umsa apxusa). MakcumanbsHasa anvHa ID TepmuHana 11 cumsornoB. Ecnin oHa
Borblue — NnepeMmeHyiTe Ha3BaHve apx1ea U BBeAuTe B kayecTse ID TepMuHana ero HoBoe HassaHue.

B pasgene HOST MOXHO COXpaHUTb HECKONbKO NpeaHacTPOEeHHbIX
KOHhUrypaumm n npm Heo6xoAMMOCTU BbIOUPATb HYXKHYHO.

lMocne o6HOBMNEHMS KOHburypaumm apxvmB He ypansietca aBTomartuyecku. [Mpu HeobxoammocTu
yoanuTe ero BpyyHyto npu nomowm LLT.

2_6 O0s3aHHOCTM agMUHUCTPAaTOopa U CBSA3aHHbIE C HAMM onepaLunm

AamuHucTpaTop nporpammHoro obecneyenns POS-tepmuHanos Universal EMV POS o65a3aH cneantb
3a paboToCnoCOBHOCTLIO TepMmmHana, BbIMONMHATbL (PYHKUMOHAmNbHbIE HacTpowku u obecneuvBaTtb
BesonacHOCTb NPOBOAMMbBIX OMNepauui, NyTém 3agaHus napons Ans AoCTyna K MEHI0 adMUHUCTPAaTUBHbIX
HaCTpOeK.

2.7 PerJ'IFIpHOCTb n o4epeaHOCTb BbINMOJIHEHNA BCEX OI'IepaLI,VIﬁ

AgmuHucTpaTtop nporpammHoro obecnevenns POS-tepmuHanos Universal EMV POS o653aH He pexe
YyeM B 6 MecsILEB MEHATb Naposib A4S AOCTyNa K MEHI aAMUHUCTPATUBHBLIX HACTPOEK.

B Bepcumu Universal EMV POS-PA DSS (kog npoaykta SV_06) cywecTByeT psag
OONONHUTESNbHbIX aAMUHUCTPATUBHbLIX onepauuin. CIMCOK 1 perynspHoOCTb
BbinosiHeHus cM. Universal EMV POS-PA DSS PykoBogcTBO no aKcnsyaTtauuu, n.2.6.
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[TpunoxeHne. MHdopmaLuma o JOKYMEHTe

Ccblinkun

CnepytoLime NCTOYHMKN MOTYT BbITb NONE3HbI NPU YTEHUN JAHHOrO PYKOBOACTBA:

[1] EMV 4.1 Book 1

[2] EMV 4.1 Book 2

[3]EMV 4.1 Book 3

[4] EMV 4.1 Book 4

[5] MporpammHoe obecneveHne POS-tepmunHanos Universal EMV POS gns npoueccuHros WAY4 Card
Management System, Transmaster (Tieto), SmartVista (blL), CTL, Cortex - PykoBoACTBO N0 yCTaHOBKE
1 3KcnnyaTauumm.

[6] MporpammHoe obecneveHne POS-tepmumHanos Universal EMV POS ans npoueccunros WAY4 Card
Management System, Transmaster (Tieto), SmartVista (blY), CTL, Cortex - PykoBoacTtBo nons3oBartensi.

[7] Universal EMV POS-PA DSS - PykoBogcTBO N0 3KchnyaTauuu.
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